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Linux Foundation “OSS List” https://ossfinder.linuxfoundation.jp/oss
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GitHub Octoverse : https://octoverse.github.com
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LONG TERM
L SUPPORT INITIATIVE

Kernel release cycle

* Release cycle: 65~ 70 days, 576 releases/year

Version | Release Rel. span B Version Release
313 2014-1-21 67 |43 2015-11-2

3.14 2014-3-30 68 4.4 2016-1-10

3.15 2014-6-8 70 4.5 2016-3-14
© 3.16 2014-8-3 56 5 4.6 2016-5-15

3.17 2014-10-5 63 4.7 2016-7-24

3.18 2014-12-7 63 4.8 2016-10-2
319 2015-2-9 64 4.9 2016-12-11

4.0 201>-4-12 | 62 Ja10 2017-02-09
941 2015-6-22 |71

45 >015.8.30 | 69 4.11 2017-04-30

Rel. span
64
68
64
63
70
70
70

60

80

https://Itsi.linuxfoundation.org/wp-content/uploads/sites/37/2017/12/LTSI-ALS2017.pdf
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LTS includes large number of fixes

600 — 700 fixes included in a Stable release

rsion

INTEIE
BEEEIB D Frgm

3.3
3.4
3.5
3.6
3.7
3.8
3.9
3.10
3.11

LTS include several thousands of fixes

To
3.2.88
3.3.8
3.4.113
3.5.7
3.6.11
3.7.10
3.8.13
3.9.11
3.10.105
3.11.10

# of commits

7658
698 (EOL)
5929

816 (EOL

(EOL)
757 (EOL)
718 (EOL)
996 (EOL)
746 (EOL)
6042

EOL
EOL

677 (EOL)

Version
From
3.12
3.13
3.14
3.15
3.16
3.17
3.18
3.19
4.0
4.1

To
3.12.70
3.13.11
3.14.79
3.15.10
3.16.43
3.17.8
3.18.47
3.19.8
4.0.9
4.1.39

# of
commits
7342(EOL)
903 (EOL)
4977(EOL)
703 (EOL)
6317

884 (EOL)
4083(EOL)
873(EOL)
757(EOL)
3648

Version

From

4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9

4.10
411

To
4.2.8
41.3.6
4.4.70
4.5.7
4.6.7
4.7.10
4.8.17
4.9.30
4.10.17
411.3

LONG TERM
L SUPPORT INITIATIVE

As of 2017/5/27

# of
commits
903(EOL)
618(EOL)
4533
973(EOL)
705(EOL)
912(EOL)
1102(EOL)
2285
1136(EOL)
341

== HRSHARINFT-IA

https://Itsi.linuxfoundation.org/wp-content/uploads/sites/37/2017/12/LTSI-ALS2017.pdf

5



- CEERFAIA Linux EGmFHF

-« 20184F 1701
« 20175 4544
- 20164F 2174

Kernel’ZI+T%
HDKXSIZCVEA
TEINTULNS

F1 YT 7w I — hURRITNIER:
AIRR EFER=NDHeIIME

7R U\

D Linux Linux Kernel : List of secu x +

opov=0&opcsrf... B ¥ o

< C 8 https://www.cvedetails.com/vulnerability-list. php?vendor_id= =8&page=18&hasexp=08.opdos=08iopec=0

CVE Details F Vo
The ultimate security vulnerability datasource : e

.itsecdb.com

Log In Register

Linux » Linux Kernel : Security Vulnerabilities Published In October 2018

Home
Browse : 2018 : January February March April May June July August September October November December CVSS Scores GreaterThan:@ 1 2 3 4 5 6 7 B 5
Vendors Sort Results By : CVE Number Descending CWE Mumber Ascending CWSS Score Descending  Mumber OF Exploits Descending
Products Copy Results Download Results
Vulnerabilities By Date # CVE ID CWE #of Vulnerability Publish Update Score  Gained Access Level Access Complexity Authentication  Conf. Integ. Avail,
Vulnerabilities By Type D Exploits Type(s) Date Date
Reports :
P 1 CVE-2018-18710 200 +Info 2018-10-29 2019-01-15 [N Mone Local Low Mot required  Partill  None Hone

CW5S5 Score Report

CVS5 Score Distribution | N issue was discovered in the Linux kernel through 4.19. An information leak in cdrom_ioct]_select_disc in drivers/cdrom/cdrom.c could be used by local attackers to read kernel memory

because a cast from unsigned long to int interferes with bounds checking. This is similar to CVE-2018-10%940 and CVE-2018-15658,

Search :
Vendor Search 2 CVE-2018-18650 19 2018-10-26 2019-01-15 4.9 None Local Low Not required None None Complete
Product Search In the Linux kernel before 4.17, a local attacker able to set attnbutes on an xfs filesystem could make this filesystem non-operational until the next mount by tnggering an unchecked
Version Search error condition during an xfs attribute change, because xfs_attr_shertform_addname in fs/xfs/libxfs/xfs_attr.c mishandles ATTR_REPLACE operations with conversion of an attr from short
Vulnerability Search to long form.
By Mierosoft References | 3 cye 5015-18559 362 2018-10-22 2018-12-06 [VElg None Remote Medium  Motrequired Partial  Partisl  Pertial
Top 50 :
vendors In the Linux kernel through 4.19, a use-after-free can occur due to a race condition between fanout_add from setsockopt and bind on an AF_PACKET socket. This issue exists because of

the 15fe076edeara7807a7cdcl168df832544b58ebas incomplete fix for a race condition. The code mishandles a certain multithreaded case involving a packet_do_bind unregister action

Ji | <
Vendor Cuss Scores followed by a packet_notifier register action. Later, packet_release operates on only one of the two applicable linked lists. The attacker can achieve Program Counter control.

Preducts

Product Cves Scores 4 CVE-2018-18445 125 2018-10-17 2013-12-21 | 7.2 MNone Local Low Mot required Complete Complete Complete

Versions In the Linux kernel 4.14.x, 4.15.%, 4.16.x, 4.17.x, and 4.18.x before 4.18.13, faulty computation of numeric bounds in the BPF verifier permits out-of-bounds memory accesses because
Other : adjust_scalar_min_max_vals in kernel/bpf/verifier.c mishandles 32-bit right shifts.

Microsoft Bulletins 5 CVE-2018-18386 704 2018-10-17 2019-01-15 - None Local Low Not required Mone None Partial

Bugtraq Entries . . . .
SUdirag drivers/tty/n_tty.c in the Linux kernel before 4.14.11 allows local attackers (who are able to access pseudo terminals) to hang/block further usage of any pseudo terminal devices due to

CWE Definitions an EXTPROC versus ICANON confusion in TIOCINQ.

About & Contact

Feedback 6 CVE-2018-18021 20 Dos 2018-10-07 2018-11-27 3.6 Mone Local Low Not required None Partial Partial

CWE Help arch/arme&4/kvm/guest.c in KVM in the Linux kernel before 4.18.12 on the armé&4 platferm mishandles the KVM_SET_ON_REG ioctl, This is exploitable by attackers who can create virtua

EAQ machines. An attacker can arbitrarily redirect the hypervisor flow of control {with full register control). An attacker can also cause a denial of service (hypervisor panic) via an illegal

Articles exception return. This occurs because of insufficient restrictions on userspace access to the core register file, and because PSTATE.M validation does not prevent unintended execution
External Links : meodes.

MVD Website 7 CVE-2018-17977 400 Dos 2018-10-08 2018-11-26 a.9 Mone Local Low Mot required MNone None  Complete

CWE Web Site The Linux kernel 4.14.67 mishandles certain interaction among XFRM Netlink messages, IPPROTO_AH packests, and IPPROTO_IP packets, which allows local users to cause a denial of
View CVE : service (memory consumption and system hang) by leveraging root access to execute crafted applications, as demonstrated on Cent05 7.

| /) 1

https://www.cvedetails.com/ 6
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LTSI includes LTS - T

LTSI =
O Add vendor required features s \ Y

. Long-Term Support Inltlatlve §

Latest LTSI release is : 4.14.75-ltsi

O Share status, info, problem among industry people
O Huge testing by contributors

The LTSI is an ecosystem-wide collaborative project to create and maintain
long-term sustainable kernel for the industry that contains additional features
such as cutting edge device support as well as security and bug fix patch
available in community long-term maintenance kernel.

O Auto test frame-work

O Provide help developer for upstream
LTS

[ Release 1 version / year, Maintain 2 years
O Frequently and large number of bug /security fixes 7

Nn https://Itsi.linuxfoundation.org/wp-content/uploads/sites/37/2017/12/LTSI-ALS2017.pdf 8
=2 #HUSHARIIAT—IA LTSI Project Update: Long Term Stable Initiative Tsugikazu Shibata Open Source Summit Japan (Jun 2017)
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https://support.microsoft.com/ja-jp/hub/4095338/microsoft-lifecycle-policy
https://www.eftc.or.jp/code/notation/notation_table3.php
https://www.panasonic.com/jp/support/consumer/repair/guarantee.html
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Yocto Project

Codename Version Release Date @ Current Version Support Level

Zeus 2.8 Oct 2019 YoctoD iz & Planning
Warrior 2.7 Apr 2019 AIAEE Development
Thud 2.6 ( Nov 2018 2.\&)‘ A Stable
Sumo 2.5 _ Apr 2018 25200 Stable
Rocko 2.4 " Oct 2017 2.44 | Stable
Pyro 2.3 _ May 2017 234 ) Community
Morty 2.2 l Nov 2016 2.2.4 ) Community
Krogoth 2.1 _ Apr 2016 2.1.3 Community

ND=== VORI https://wiki.yoctoproject.org/wiki/Releases
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Yocto Project

Codename Release Date @ Current Version Support Level

Version

Zeus 2.8 Oct 2019 Planning

Warrior 2.7 Apr 2019 Development

Thud 2.6 Nov 2018 2.6.0 (Stable N

Sumo 2.5 Apr 2018 2.5.2 Stable

Rocko 2.4 Oct 2017 2.4.4 :Stable :

Pyro 2.3 May 2017 234 Community

Morty 2.2 Nov 2016 2.2.4 Community

Krogoth 2.1 Apr 2016 2.1.3 Community
\ /

Nps
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Wiki News & Everiiia:

g

Establlshlnq an open source base Iayer of mdustrlal grade
software to enable the use and |mplementat|on of software

[ https://events.linuxfoundation.org/wp-content/uploads/2017/12/2018-10-22_CIP_OSSEU18_Yoshitake-Kobiyashi.pdf
L Bet ARIIT-I 14
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What is “Open Source Base Layer (OSBL)”?

* OSBL is a set of industrial grade core Non-CIP packages £
Linux distribution (e.g. Debian) may
open source software components, extend/include CIP packages. o
tools and methods - \ -
Q
* Reference implementation T Tareaes =
. file system image with SDK
* Start for a minimal set for controllers (CIP Core packages) |
in industrial-grade systems > B
2 months CIP SLTS Kernel £
kernel ~
2-6 years Long Term Support (LTS) for \ ;
desktop/server CIP Reference Hardware E
2-6 years LTSI, support of embedded hardware \g
10-15 years super long support incl. core packages by https://cip-project.org (Siemens, Hitachi, Toshiba, Renesas et al.)
Open Source Summit Europe 2018 12
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Linux,Wikipedia,GitHub,Apache,MySQL,LTS,LTSI,Meltdown,Spectre,Dirty COW,Windows,/ X} =%,
yocto,CIP,VLP,Renesas,

OSBL,AGL,debian BV, ZDMEH SN TV SHELELVSH AT EHOBIEEIBHEBHRTT .
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