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include/linux/kprobes.hNIZE

struct kprobe {
kprobe _opcode t addr; 7KL R¥EE
const char *symbol_name; Y VRILEIBE
unsigned int offset; LEENODA 7Y MERE
kprobe_pre_handler_t pre_handler; I8 EMERTRIO7TA—7
kprobe_post_handler_t post_handler; fe €I EER{TEDTO—7
kprobe_fault_handler_t fault_handler;

pre/postD 7 O—7 CHIANFEELZBRFOT7O—T
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static struct kprobe kp;

static int __init kprobe_init(void)

{

kKp.pre_handler = handler_pre;
Kp.post_handler = handler_post;

kp.fault_handler = handler_fault;
return register_kprobe(&kp);

J

module_init(kprobe_init)
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« 7RLRIERE
~ struct kprobeMaddrilE&E
static struct kprobe kp = {
.addr = Oxffffffff8107f150,
};
« YVURIEIBE
- BI#& %struct kprobe®symbol_namell%E
static struct kprobe kp = {

.symbol_name = “_do_fork”,
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pre_handler

c BELAETO—TAMEZEITIZaIICHEIEINS
int handler_pre(struct kprobe *p,

struct pt_regs *regs)

L RAYARNBDRTIVPERIRE
return O;
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« CPUNEDIZEL YV RV EIEINT BIEER
« BIARERFIIZDBERICLIZIDBENMREIND
« ARM®DIZ & (arch/arm/include/uapi/asm/ptrace.h)
struct pt_regs {
long uregs|[18];
¥
#define ARM_cpsr uregs[16] ALV N TOAVSLRT—H AL I RS

#define ARM_pc uregs[15]
#define ARM _Ir uregs[14]
#define ARM_sp uregs|[13]
#define ARM _rO uregs[O]

#define ARM_ORIG_rO uregs[17]



post_handler

s BELETO—TMHEZETRICFEINS
void handler_post(struct kprobe *p,

struct pt_regs *regs,
unsigned long flags)

L RAIRABDRRNCFIVIRE
flagsid %< D7 —F 7V F+TOBEE




fault handler

« pre_handler&post_handlerCHIA D FEE L& I3
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int handler_fault(struct kprobe *p,

B 54 IR

return O;

X

struct pt_regs *regs,
int trapnr)
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include/linux/kprobes.hRICEF

struct jprobe {

struct kprobe kp;

void *entry; Bt Z 5FE
3
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static struct jprobe my_jprobe = {

kp ={
.symbol_name = “_do_fork”,

Iy
.entry = j_do_fork,

};
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static int __init jprobe_init(void)
{
return register_jprobe(&my_jprobe);

)

module_init(jprobe_init)



jprobe entry

« 5|#UE_do_forkFEEEFo>7=<ELICTS

- BIHEB{RICKRTTES

long j_do_fork(unsigned long clone_flags,
unsigned long stack_start, unsigned long stack_size,
int __user *parent_tidptr, int __user *child_tidptr,
unsigned long tls)

pr_info(“jprobe: clone_flags = 0x%lx, stack_start = Ox%lIx “
“stack_size = Ox%Ix¥n”, clone_flags, stack_start, stack_size);

jprobe_return();

return O;
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Return ProbesE{F

Return ProbesAkprobe% %7€

kprobe pre_handlerCentry_handlerx=£17
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« 7O—TINTVWBEH(_do_forkB SN EBICEITIND
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include/linux/kprobes.hNICES
struct kretprobe {
struct kprobe kp;
kretprobe_handler_t handler; BB#& 7RO 7O—7
kretprobe_handler_t entry_handler;
AU LREO7O—7
int maxactive; W{TLC7O—79 %%
size_t data_size;
handler, entry_handlerCHIE Y37 —4 g1 X
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static struct kretprobe_my_kretprobe = {
kp ={.symbol_name = “_do_fork”, },
.handler = ret_handler,
.entry_handler = entry_handler,
.data_size = sizeof(struct my_data),
.maxactive = 20,

I

Static int __init kretprobe_init(void)

{

return register_kretprobe(&my_kretprobe);

}

module_init(kretprobe_init)



entry_handler

int entry_handler(struct kretprobe_instance *ri,
struct pt_regs *regs)

struct my_data *data;

data = (struct my_data *)ri->data;
registerf¥iCdata_size D FERL TN TWS

data->entry_stamp = ktime_get(); RERFFE 2 NS

return O;



handler(BE## 7D 7 0O—7)

int ret_handler(struct kretprobe_instance *ri,
struct pt_regs *regs)

struct my_data *data = (struct my_data *)ri->data;
s64 delta;

ktime_t now = ktime_get(); REREFE%EVS
delta = ktime_to_ns(ktime_sub(now, data->entry_stamp));

entry_handlerl7r—4&EDEDMNSOETEEEER
return O;
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e {386 Pentium M 1495MHZ

- Kprobes: 0.57 usec

- Jprobes: 1.00 wsec

- Return Probes: 0.92 usec

- Kprobes + Return Probes: 0.99 usec
- Jprobes + Return Probes: 1.40 wsec
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Documentation/kprobes.txt
kernel/krobes.c
arch/mips/kernel/kprobes.c

arch/arm/probes/kprobes/*

include/linux/kprobes.h
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