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 Kernel Function Tracer
- Kernel Function Graph Tracer
* Interrupts-off Latency Tracer

 Preemption-off Latency Tracer
 Scheduling Latency Tracer

e Trace Events(T 74V M THIAFZ N TULNS)
- Trace gpio events




Kernel configuration

Kernel hacking --->

[*] Tracers --->

*] Kernel Function Tracer

*] Kernel Function Graph Tracer
| Interrupts-off Latency Tracer

] Preemption-off Latency Tracer
] Schedulin Latency Tracer

| Trace gpio events




Kernel Function Tracer
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Kernel Function TraceZ&xk R~

tracer: function

entries-in-buffer/entries-written:

TASK-PID
| |

rcar3 create ga-2030
rcar3 create ga-2030
rcar3 create ga-2030
rcar3 create ga-2030
rcar3 create ga-2030
rcar3 create ga-2030

CPU#

[000]
[000]
[000]
[000]
[000]
[000]

44736/44736  #P:4
- => irqs-off
/ _----=> need-resched
| / ---=> hardirqg/softirq
|| / _--=> preempt-depth
1] / delay
||| ] TIMESTAMP FUNCTION
111 | |
.1  249.796155: mutex unlock <-rb simple write
..1  249.796164: fsnotify parent <-vfs write
..1  249.796165: fsnotify <-vfs write
..1 249.796167: sb end write <-vfs write
..1 249.796167: percpu up read <- sb end write
.1 249.796168: update fast ctr <-percpu up read



Kernel Function Graph Tracer
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Kernel Function Graph TraceZz& /<

# tracer: function graph

#
# CPU DURATION FUNCTION CALLS
#1 1 I N
1) 0.720 us mutex unlock();
1) 0.120 us ~_fsnotify parent();
1) 0.120 us fsnotify();
1) __Sb end write() {
1) percpu up read() {

|
|
|
|
|
1) | update fast ctr() {
|
|
|
|
|

1) 0.120 us preempt count add();
1) 0.120 us preempt count sub();
1) 2.640 us }

1) 4.320 us }

1) 5.520 us }



Kernel Function Graph Trace
ERIT70APPYEZRT

0) <idle>-0 => kworker-1018

0) finish_task_switch() {

3) ep_scan_ready_list.isra.2() {
0) _raw_spin_unlock_irq() {

1) 1.440 us }

3) 0.120 us mutex_lock();

0) 0.120 us preempt_count_sub();
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ret = foo->bar_func();
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trace1m

 Debug Filesystem(debugfs)®mount

- /etc/fstablliB b I BIES
debugfs /sys/kernel/debug debugfs defaults O O
- mount -t debugfs nodev /sys/kernel/debug

- ZL DG EIEmountiLiE S B &) TUNIEE H
« DebugfsTmountL7c

/sys/kernel/debug/tracinglLA R D771 IL D
A TT—R
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Tracer1>97x—X(1)

~# cd /sys/kernel/debug/
/sys/kernel/debug# 1s

asocC gpio

bdi hid

clk kprobes
debug enabled memblock
dma buf mmcO

dri mmcl
dynamic debug mmc2
extfrag opp

fault around bytes pinctrl

pm_qos
pvr

pwm

ras

regmap

regulator

sched features
sleep time

split huge pages

*_tracing =

suspend stats

usb
wakeup sources
xf-dbg-trace
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Tracer1>97x—X(2)

/sys/kernel/debug# cd tracing
/sys/kernel/debug/tracing# 1s

README free buffer
available events instances

available filter functions kprobe events
kprobe profile
max_graph depth

available tracers
buffer size kb

set event trace marker

set event pid trace options

set ftrace filter trace pipe

set ftrace notrace tracing cpumask

set ftrace pid tracing max latency

buffer total size kb options set graph function tracing on
current tracer per cpu set graph notrace tracing thresh
dyn ftrace total info printk formats snapshot uprobe events
enabled functions saved cmdlines trace uprobe profile

events

saved cmdlines size trace clock
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tracing_on

o NL—XRHEBEDON/OFF
# cat tracing_on
T ONIARE

# echo O > tracing_on OFFICE&E
# cat tracing_on
0 OFFJXRE

e MHEAIZONARDTEYIOFFICLTHL
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available tracers

e FIH X% Tracer®X
# cat available tracers

function_graph preemptirgsoff preemptoff
irqsoff function nop
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current tracer

e M| I BTracerMi%E /R
# cat current_tracer
nop T 74U MEnop
# echo function_graph > current_tracer

# cat current_tracer
function_graph

# echo function > current_tracer
function
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trace

*TracefgRH 1

# cat trace
# tracer: function
#
entries-in-buffer/entries-written: 0/0  #P:4

----- => irqs-off

/ ----=> need-resched

|| / --=> preempt-depth
1] 7/ delay
TASK-PID CPU# ||||  TIMESTAMP FUNCTION

- FLOFFRDTAYY —DH

#

#

#

# —

# | / _---=> hardirg/softirq
#

#

#

#

21



trace3E17

« HFEYRKIEWAHIE
# echo 1 > tracing_on

# run_test

# echo O > tracing_on

« BULWAE

# echo 1 > tracing_on; run_test; echo O > tracing_on

« HioELIBRRBI TR K QtraceAEZEINS

S ZIERDA LEEITINTLED

« V2T I\ T 71D TE
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trace=E17

R-Car USB On-The-Got#4gEICH (75
Host->Peripheral thY & 2

IR (X shell script TsysfsZ3{EL TE1T
traceld &R DIV E A 5 H:[E D H

echo 1 > tracing_on;
echo “e6590000.usb” > /sys/kernel/config/usb_gadget/g1/UDC;

echo O > tracing_on (EMEIZ117)

tracefE R 1344736 TN
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rca-2030
rca-2030
rca-2030
Ssys-2065
Ssys-2065
Sys-2065
Ssys-2065
Ssys-2065
rca-2030
Ssys-2065
Sys-2065
Sys-2065
Sys-2065
rca-2030
Sys-2065
Sys-2065
rca-2030
Ssys-2065
Sys-2065
Ssys-2065
Ssys-2065
rca-2030

[000]
[000]
[000]
[002]
[002]
[002]
[002]
[002]
[000]
[002]
[002]
[002]
[002]
[000]
[002]
[002]
[000]
[002]
[002]
[002]
[002]
[000]

HF N NNNRRRPRRRBRRRBRERRRBNWWRR &

249,
249,
249,
249,
249,
249,
249,
249,
249,
249,
249,
249,

249

249,
249,
249,
249,
249,
249,
249,
249,
249,

808851:
808853:
808855:
808856
808856:
808856:
808857:
808857
808858:
808858:
808858:
808859:
.808859:
808859:
808859:
808860:
808860:
808860:
808861:
808861:
808862:
808862:

usb ep autoconfig reset <-configfs composite bind
usb ep autoconfig reset <-configfs composite bind
usbhsg gadget start <-udc bind to driver

flush dcache page <- cpu copy user page

preempt count sub <-wp page copy.isra.l1l2

preempt count sub <-wp page copy.isra.l2

mem cgroup try charge <-wp page copy.isra.l2

get mem cgroup from mm <-mem cgroup try charge
rcar _gen3 phy usb2 set peripheral <-usbhsg gadget start
~_rcu_read lock <-get mem cgroup from mm

mem cgroup from task <-get mem cgroup from mm
__rcu_read unlock <-get mem _cgroup_ from mm

try charge <-mem cgroup try charge

usbhs irqg callback update <-usbhsg gadget start
_raw_spin lock <-wp page copy.isra.12

preempt count add <- raw spin_lock

usbhs write <-usbhs irq callback update

ptep clear flush <-wp page copy.isra.l2

page add new anon rmap <-wp page copy.isra.l2
~_mod zone page state <-page add new anon rmap
__page_set anon rmap <-page add new anon_rmap
usbhs mod is host <-usbhs irq callback update
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set ftrace filter

A Z T4 I BE

# echo SyS* > set ftrace filter

# cat trace
# TASK-PID
# ||

test.sh-2039
test.sh-2039
test.sh-2039
test.sh-2039

<...>-2040
test.sh-2039

—EML TEHREERE A

CPU#
|

[60O] ...
[60O] ...
[000] ...
[60O] ...
[001] ...

[000]

I e

TIMESTAMP  FUNCTION

461.
461.
461.
461.
461.
461.

423684:
423697 :
423706:
424319:
424335:
424396:

SyS rt sigprocmask <-el@ svc naked
SyS lseek <-el0@ svc naked
SyS clone <-el@ svc naked
SyS rt sigprocmask <-el@ svc naked
SyS close <-el0@ svc naked

SyS rt sigprocmask <-el@ svc naked

# echo schdule* >> set ftrace filter
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set_ftrace_pid

» PID74L4#8EE
# echo 1001 > set_ftrace_pid

# cat set_ftrace_pid

1001

- 7O XID 1001 Dtrace D AR TE

- Shell scriptTTldecho S$ > set_ftrace_pidT
T8 TE Pl BE

- EEILTPIDDH

=3 PID
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buffer size kb

e Ny I7H A XA EEEE (B iLkByte)
# cat buffer_size_kb
1408
# cat per_cpu/cpu0/buffer_size_kb
1408
# echo 10000 > buffer_size_kb
# cat buffer_size_kb
10000
# cat per_cpu/cpuO/buffer_size_kb
10000
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B

Documentation/trace/ftrace.txt
Documentation/trace/ftrace-design.txt
kernel/trace/ftrace.c
arch/arm64/include/asm/ftrace.h
arch/arm64/kernel/entry-ftrace.S

arch/arm64/kernel/ftrace.c

include/linux/ftrace.h
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