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* Interrupts-off Latency Tracer

 Preemption-off Latency Tracer
 Scheduling Latency Tracer
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Kernel configuration

Kernel hacking --->

[*] Tracers --->

*] Kernel Function Tracer
-
-

] Interrupts-off Latency Tracer

-k

Kernel Function Graph Tracer

Preemption-off Latency Tracer

] Scheduling Latency Tracer

| Trace gpio events



Interrupts-off Latency Tracer

e traceNA
- 2770 R(AYVRE)
- 7O+t XID
- E{T7CPUE S
- B AAEEIE/FA(D/ )
- 27T a—)LEK(N/n/p/*)
- N—RKIRQ/YZHMRQ(H/h/s/ ")
- TV T NEE(disable oV N)
- Bl AAHA 7 HAR]
- BIELNIL(S/@/*/#/1/+])
- AR X R4



Interrupts-off Latency TraceZR 7

# tracer: irqsoff
#
# irqsoff latency trace v1.1.5 on 4.9.30

-
# latency: 116 us, #120/120, CPU#3 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:4)
-
# | task: systemd-1 (uid:0 nice:0 policy:0 rt prio:0)
-
# => started at: proc cgroup show
# => ended at: proc_cgroup show
#
#
# IR => CPU#
# / ----- => irqgs-off
# | / ----=> need-resched
# || / _---=> hardirq/softirq
# ||| / _--=> preempt-depth
# [ 7/ delay
# cmd pid ||| time | caller
# \/ LT N 7
systemd-1 3d. Ous : raw spin lock irq <-proc_cgroup show

systemd-1 3d..1 3us : preempt count add <- raw spin lock irq



Interrupts-off Latency TraceZR 7

systemd-1
systemd-1
systemd-1
systemd-1
systemd-1
systemd-1
systemd-1
systemd-1

3d..
3d..
3d..
3d..
3d..
3d..
3d..
3d..

=> proc_cgroup show
=> proc_single show

=> seq read

=> vfs read

=> vfs read

=> SyS read

=> el0 svc naked

= P N NN W W

111us

118us
121us

: _raw_spin _unlock irqrestore < kernfs path from node
112us :
113us :
113us :
115us :
116us :

preempt count sub <- raw spin unlock irgrestore
seq _puts <-proc cgroup show

seq_putc <-proc_cgroup show

_raw _spin unlock irq <-proc _cgroup show
_raw_spin unlock irq <-proc_cgroup_show

: trace hardirgs on <-proc_cgroup show
: <stack trace>



Preemption-off Latency Tracer

 trace & (Interrupts-off Latency Tracer&[E—)
- 27708RAavURE)
- 7A+EX&ID
- R1T7CPUES
- EAHEEIE/FFEI(D/ )
- 27 Ta—IVER(N/n/p/")
- N—KIRQ/YZHMRQ(H/h/s/*)
- TV T NEE(disable oV N)
- preemptZ 1-H#ARE
- BERELARIV(S/@/*/#/1/+] )
- JLIE X EIRE



Preemption-off Latency TraceZk 7/~

# tracer: preemptoff

#
#

H
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preemptoff latency trace v1.1.5 on 4.9.30

latency: 723 us, #1590/1590, CPU#0 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:4)

=> started at:
=> ended at:

cmd pid
\ /
cat-2070
cat-2070
cat-2070

unmap_page range
unmap _page range

------ => CPU#
/ ----- => 1irqs-off
/ ----=> need-resched
/ ---=> hardirq/softirq
/ _--=> preempt-depth
/ delay
| time | caller
|\ |/
1 Ous : raw spin lock <-unmap page range
.2 lus : vm normal page <-unmap page range
2 lus : mark page accessed <-unmap page range
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Preemption-off Latency TraceZk 7/~

cat-2070
cat-2070
cat-2070
cat-2070
cat-2070
Cat-2070
cat-2070
cat-2070
cat-2070

=> raw_spin_ unlock

=> unmap_page range

=> unmap_single vma

=> unmap_vmas

=> exit mmap

=> mmput

=> do_exit

=> do_group exit

=>  wake up parent

=> el® svc naked

GGOGGGGOG
l—'I—‘I—‘NI\JNI\JI\JI\J

718us :
719us
720us :
720us :
722us :

722us

727us

unlock page memcg <-page remove rmap

rcu read unlock <-unlock page memcg

tlb remove page size <-unmap page range

~ tlb remove page size.part.9 <- tlb remove page size
raw _spin_unlock <-unmap page_range

: preempt count sub <- raw spin unlock
723us :
724us

raw_spin unlock <- unmap page range
trace preempt on <-unmap page range

: <stack trace>
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Preempt IRQs-off Latency Tracer

 Interrupts-off Latency Tracer&
Preemption-off Latency Tracer%z[RIBFICITD

« R NIKRE—

12



Interrupts-off Latency Tracer®

{TiH A

» local_irg_enable/disable/save/restore()ICtraceFEZX
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e traceFEW TEAAZILFABRIFEER TRES LUMED
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 spin Iock/rwlock/seqlock&tEUJJLJ%T"SJJ:’S:a?L
kernel{/ >4 7x—2%HMA LT IIL E5Elocal__irg_*%
FIEAL TS0 B EIICEIE

e local_irg_*&WERGDREEZFIB 5 EHEINL

- raw_local_irg_enable/disable/save/restore()
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Preemption-off Latency Tracer®

{TiH A

« A a—S5WICtraceEEAEA

- preempt_count_add/sub(),
preempt_schedule_common/notrace()

e traceE# TpreemptZZ I FAIAIFREI &R 7 BEE
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« premmpt_enable/disable()*
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trace1m

 Debug Filesystem(debugfs)®mount

- /etc/fstablliB b I BIEH
debugfs /sys/kernel/debug debugfs defaults 0 O
- mount -t debugfs nodev /sys/kernel/debug

- ZL DG EIEmountiLiE S B &) TUNIEE H
« DebugfsTmountL7c

/sys/kernel/debug/tracinglLA R D771 IL D
A TT—R
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Tracer1>97x—X(1)

~# cd /sys/kernel/debug/
/sys/kernel/debug# 1s

asocC gpio

bdi hid

clk kprobes
debug enabled memblock
dma buf mmcO

dri mmcl
dynamic debug mmc2
extfrag opp

fault around bytes pinctrl

pm_qos
pvr

pwm

ras

regmap

regulator

sched features
sleep time

split huge pages

*_tracing =

suspend stats

usb
wakeup sources
xf-dbg-trace
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Tracer1>97x—X(2)

/sys/kernel/debug# cd tracing
/sys/kernel/debug/tracing# 1s

README free buffer
available events instances

available filter functions kprobe events
kprobe profile
max_graph depth

available tracers
buffer size kb

set event trace marker

set event pid trace options

set ftrace filter trace pipe

set ftrace notrace tracing cpumask

set ftrace pid tracing max latency

buffer total size kb options set graph function tracing on
current tracer per cpu set graph notrace tracing thresh
dyn ftrace total info printk formats snapshot uprobe events
enabled functions saved cmdlines trace uprobe profile

events

saved cmdlines size trace clock
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tracing_on

o NL—XRHEBEDON/OFF
# cat tracing_on
T ONIARE

# echo O > tracing_on OFFICERE
# cat tracing_on
0 OFFJXRE

e MHEAIFONAZDTEYIOFFICLTHL
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available tracers

e FIH X% Tracer®X
# cat available tracers

function_graph preemptirgsoff preemptoff
irgsoff function nop
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current tracer

e Ml I BTracerD&E/RT
# cat current_tracer

nop T 74U MEnop
# echo irgsoff > current_tracer

# cat current_tracer

irqsoff

# echo preemptoff > current_tracer
preemptoff
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trace

e TracefgERHH

/sys/kernel/debug/tracing# cat trace
# tracer: 1irgsoff
#

- XIZOFFRDTAYY —D
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trace=xE1T

EI{THE

# echo 1 > tracing_on
# run_test

# echo O > tracing_on

# cat trace

Latency TraceridFunction Tracer&E> TR
FEIEIT DD CtraceRTHIBE A G TN E
MEIEAR L
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traceE174l1

Preemption IRQs-off Latency Tracer
Root filesystem{ENFS

7AWV RTLANDT VA TERZFKE
traceffR1$6704T > N)
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/sys/kernel/debug/tracing# cat trace
# tracer: preemptirqsoff
# preemptirqsoff latency trace v1.1.5 on 4.9.30

-

# latency: 3917 us, #6705/6705, CPU#3 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:4)

-

# | task: kswapd0-531 (uid:0 nice:0 policy:0 rt prio:0)

-

# => started at:  list lru walk one.isra.?2

# => ended at:  list lru walk one.isra.?2

# IEEEEEE => CPU#

# / ----- => irqs-off

# | / _----=> need-resched

# || / ---=> hardirqg/softirq

# ||| / _--=> preempt-depth

# [11] 7 delay

# cmd pid [[]]] time | caller

# \ / HEREEEA |/
kswapd0-531 3...1 Ous : raw spin lock <- 1list lru walk one.isra.2
kswapd0-531 3...2 lus : dentry tru isotate <-_list lru walk one.isra.2

kswapd0-531 3...3 4us : _raw_spin_unlock <-dentry lru isolate
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kswapd@-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd0-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd0-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd0-531
kswapd@-531
kswapd@-531
kswapd@-531
kswapd@-531

W w w w wwwwwwwwwwuwwwwwwww
F = = NN W W DNDNDNDWWNNDNNDNDW W WP WDNDN

3905us

3914us

t _raw_spin_trylock <-dentry lru_isolate
3905us :
3906us :
3906us :
3907us :
3908us :
3908us :
3909us :
3909us :
3910us :
3910us :
3911us :
3912us :
3912us :
3913us :
3914us ¢ |
3 preempt count sub <- raw spin unlock

3915us :
3915us :
3917us :
3918us :
3922us :

preempt count add <- raw spin trylock

preempt count add <-dentry 1lru isolate

preempt _count sub <-dentry lru isolate
list lru isolate <-dentry lru isolate

_raw_spin unlock <-dentry lru isolate

preempt count sub <- raw spin unlock
dentry lru isolate <- 1list lru walk one.isra.2
_raw_spin trylock <-dentry lru isolate

preempt count add <- raw spin trylock

_raw spin unlock <-dentry lru isolate

preempt count sub <- raw spin unlock
dentry lru isolate <- 1list lru walk one.isra.2
_raw _spin trylock <-dentry lru isolate

preempt count_add <-_raw_spin_trylock
;raw_spin_unlock <-dentry_1ru_isolate'

_raw _spin unlock <- 1list lru walk one.isra.2
preempt count sub <- raw spin unlock
_raw_spin unlock <- list lru walk one.isra.2
trace preempt on <- list lru walk one.isra.?2
<stack trace>
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» /sys/kernel/debug/tracing/optionsEL FIC
T71ILDH B

¢ 12EXALEATVaVHAON.0ZEZ AL EA
PATRATS
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/sys/kernel/debug/tracing/options# 1s

annotate

bin

block
context-info
disable on free
display-graph
event-fork

func stack trace
funcgraph-abstime

funcgraph-cpu

TracerA 73y

funcgraph-duration

funcgraph-irgs

funcgraph-overhead
funcgraph-overrun

funcgraph-proc
funcgraph-tail
function-trace
graph-time

hex

irqgq-info

latency-format
markers
overwrite
print-parent
printk-msg-only
raw

record-cmd
sleep-time
stacktrace
sym-addr

/sys/kernel/debug/tracing/options# cat function-trace

1

/sys/kernel/debug/tracing/options# echo 0 > function-trace

/sys/kernel/debug/tracing/options# cat function-trace

0

sym-offset
sym-userobj
test nop accept
test nop refuse
trace printk
userstacktrace
verbose
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Documentation/trace/ftrace.txt
Documentation/trace/ftrace-design.txt
kernel/trace/trace_irgsoff.c

kernel/sched/core.c
include/linux/irgflags.h

include/linux/preempt.h
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