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CIP is our solution...

CIPIE. &AM >TISSAFLRED I’.\
BWEHAENMBERERMIR(ICIE LT CIVIL
FIAYBE/X Open Source Base Layer

(OSBL) ZiR#td S PLATFORM

https://www.cip-project.org/ since April 2016
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/ Member companies \
HITACHI Renesns SIEMENS TOSHIBA
Gaaattinh Q¢ MOXA  PlafHome
ybertrust

‘ ‘ ‘ ‘ ‘ ‘ ‘ CIP

} source code

Developers,
maintainers

repositories

Contribution & usage /
. integration
1 e CIP Super Long

Open source projects (Upstream work) D Ter?rsjtélzltoort
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“Open Source Base Layer (OSBL)" & (&2

OSBL

- EEE/ L — RdDOpen Source
:IT:I\\//—I{_;II?\\/ I\\ \\J_)I/\
HBKLOAVY ROV

Open e Open sourceN—AD

Source UI7 UL YARE
Base Layer [N:: Z4Vad \PZ.E X0

(OSBL) HEEBRADRIVEY ~
hr5R5—hk

Non-CIP packages
Linux distribution (e.g. Debian)
may extend/include CIP
packages.

CIP Reference
Filesystem image with SDK
(CIP Core packages)

CIP SLTS Kernel

CIP Reference Hardware
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CIPDODRA1—J

App container App Framework
infrastructure (mid-term) (optionally, mid-term) TOOlS ‘ Concepts
Build environmg Functional safety
o Domain Specific communication J{Shared config. w (e.g. bitbake, dpk@ ﬁmrcfﬂit:gcg)';qepf;ﬁrcaetegy'
8 (e.g. OPC UA) & logging L . w/ standards (e.g., NERC
: : : : CIP, IEC61508)
2 Middleware/Libraries Test automatlorg i
g Long-term support
- 9 CIP Core Packages Tracing & reporting Strategy: ’:’
: . tools security patch 0
Safe & S management
afe ecure N .
Q , management collaborative effort with
O . Real-time / others
. update, download i i
c
D) Application life- Export Control
g 0 Super Long Term Supported Kernel (STLS) cycle management Clapssification
—

Product development
and maintenance

On-device software stack

OSAKA NDS Embedded Linux Cross Forum #7 20



CIPODHIDHdy

@ Kernel A>FF> R
« CIPO> T hORFIDT7IO574 EFT v E. BREIICDODEDAFTFORATS
Linux Kernel i @FE L. €70 —I)LZIEKIT DDA FTF—TPHA2T3D

@) Real Time Support
« PREEMPT_RT Patch’zCIP Kernel\i&EH

€ Testing

« A2 TSI RFTLAVEEMES . TOREEERTEHEZMGRN (CHERIT DI

HIC. BVLETEME. E5EE. tFa1 VT EEANOEN, Ins "EEIL—R”
THIHDBNEREN., COBRZ @I 2D, CIPA MO T MHIFEE.

« CIP KernelDiHilHASEIE L. fSENICIZCIPT TV b I A — A& HM LR

@) CIP Core
« CIP Coreld. BREABIDA > TF 2 ANBKRENDEET L — RO R—F2 K
CTdpDCIP Core PackageiHiiz1T D /28D, E/I\DFileSystem- A—>=[FET
370> b6
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@ CIP SLTS KernelpaH

CIP SLTS (linux-4.4.y-cip) : X>FF > AHiE31058
« linux-stable.git A7« =+ JLCIP SLTS kernel tree
« https://qgit.kernel.org/cqit/linux/kernel/qgit/bwh/linux-cip.qgit/
- Maintainer: Ben Hutchings (Codethink#t)

[Featu re backports}
S T -

:S "L EOL [security fix(CTA—HX
' ; CIPH'B| S X > 55> A ik

Mainline

Backported Stable (linux-stable)
patches
Ben Hutchings(CKDdA>F7F> XK

- [

CIP SLTS (linux-4.4.y-cip) [ [
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https://git.kernel.org/cgit/linux/kernel/git/bwh/linux-cip.git/

@ CIP SLTS Kernelpa&H

Kernel maintenance policy

 https://wiki.linuxfoundation.org/civilinfrastructureplatform/c
Ipkernelmaintenance

- Stable kernelMEF S &= IAEE
 Feature backport&iTt>
« CIP(X “Upstream first”

« 2T Dfeature(d. CIP KernellCBackport&113ai(CUpstream
Kernel(CUpstream N CL\DENRH D

e Validation(dCIP Test1> 705, HEULIFIAZ ) \—1EETEL
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https://wiki.linuxfoundation.org/civilinfrastructureplatform/cipkernelmaintenance

@ CIP SLTS Kernelpa&H

Out-of-tree drivers
« EBAI& UTT. CIPlZout-of-tree driveraH7h— MUY

« 212U, ZL—Y(LCIP Kernel &out-of-tree driverzf#&H&1DE T
fEFn]gE
» Qut-of-treeMEIEZ SO H—FRILAESDIN
« 1—YHCIP Kernel SourcelCRREEMNHDEXEH
e CIPAH—=RIJVMUNDAREE(ICIPDOA > T3 —H 4l
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@ CIP SLTS Kernelpa&H

2016/4 7 10 2017/1 4 7 10 2018/1 4 7

\ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ \ >

R
4.4.42-cipl 4.4.55-cip3 4.4,138-cip25

« sx#JADCIP kernel (Linux 4.4.42-cip1) %2017/1/13(CJUVJ—-X B
« 55¥TDCIP kernel (Linux 4.4.138-cip25) %#2018/6/20(CUUJ—X ;

« CIP kernellJ LU —X(CDU\T
» CIPA'Patchd L Ea1—. BKXKUFTR b=/
c V=X AT)LIZE. BXKELHERH S6:EE
 CIP KernelX>573—®MBen Hutchings (Codethink) iU —X %184

e JU—XHAT)L(F. Upstream Patch®#i (C/&kiF
e 4.4 I TSOTOVCREBEEBR NI UTASTF > X ZEN
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@ CIP SLTS KernelpgH

CIP kernel (4.4.138-cip25) D AR

- LB XERZ/G1M&iWave boardAAdd video (DU, VSP, VIN). CAN,
PCIe. audio. PWM., thermal. clocksource (CMT)ZH7h— k&

iWave Board b (CIE&E =N TLVBSGTL5000 Codec driverOARES{EIE

FEZBRICT B/z8H(Cshmobile_defconfig. multi_v7_ defconfigZ
Update

stablehn4.4.131-4.4.138(CEMENTTER=EZY—
stable regressionsz{EE, RE L TULEAREFEEEIEN

4.4.y-CIPICBackportU J=H#EE
- Kernel Self Protection ProjectBaiE#LRE
. user space” Otz XMAddress Space Layout Randomization (ASLR)
« GCCOhundefined behavior Sanitizer (UBSAN)
« Faster page poisoning
« Siemens [I0T2000 seriesFHBoard support patches
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@ CIP Kernel team
CIPAICkernel A > > AF—LZiEh

e CIP Kernel Maintenance Team
« Maintainer / Mentor [ Mainline / Stable }
« Developers ‘

. CIP Kernel teamd)?ﬁ%u “ [ & ; Maintainer / Mentor :
 stable kernelAPatchd L E1—

« Test I
« Upstream\D T+« — KJ\w
[ o o @ @ & Developers }

- J

. UpStream first CIP kernel team
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@ CIP Kernel team

mIfDELE (4.4-stable)
« RE: [PATCH 4.4 10/24] x86/fpu: Hard-disable lazy FPU
mode
» https://lkml.org/lkml/2018/6/15/6

« Backport of pipe.c patch to 4.4.y that fixes LTP fcntl35 test
error

« https://www.spinics.net/lists/stable/msg239475.htm|
« Re: [PATCH 4.4 00/92] 4.4.133-stable review

« https://www.spinics.net/lists/kernel/msg2812317.html
* Please apply this XFS patch on 4.4

« https://www.spinics.net/lists/stable/msg240881.htm|

OSAKA NDS Embedded Linux Cross Forum #7 28



https://lkml.org/lkml/2018/6/15/6
https://www.spinics.net/lists/stable/msg239475.html
https://www.spinics.net/lists/kernel/msg2812317.html
https://www.spinics.net/lists/stable/msg240881.html

@ Next CIP SLTS kernel il

EHCIP SLTS kEI‘I‘IEWDIEEE(c_Db\_C [ Feature backports ]

Mainline »4.4] o] o[ | o[ ] :_ \\/ i —
GBI Stable (linux-stable) N il .
patches : : :
Ben Hutchings(Z X % X ‘/7_‘ﬁ"/Z] [security fixiC7 +—Hh X

CIP SLTS (linux-4.4.y-cip) L —— —— 7}

B L ZF24%F

Stable (linux-stable-x.y)

[C|P7b‘/)\0>/\— g v aE

NEXT CIP SLTS ( ?)
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@ CIP next SLTS kernel version

CIP next SLTS kernel version
« FTLULVK—=3 > DSLTS kernelzZ2018FRK~2019FE 4 (5IETE
- 212U, "If everything goes fine” D&
« Kernel/\—=3>(% LTS / LTSI / AGL / Debian \DEIERZZ=E
+ 4,20 (&F7/z(35.0) ZIRDCIP SLTS kernel[HEEFE )
« 64bit KernelzHi— ~ N

e UTJ7 LY Z0R— RiE. LTS for this year will be
LAY AERZ/G2MiEEk
Board (96Board{t#k) 420

“Using Linux for Long Term - Community Status and the Way We Go,”

Tsugikazu Shibata, NEC, Open Source Summit Japan 2018
Note: if everything going fine

OSAKA NDS Embedded Linux Cross Forum #7 30




@ CIP SLTS real-time support

CIP(IReal Time Linux ProjectdGold Member
« RTL Project®FEFEILR(CERAL. H(CHFE
 iWavett®RZ/G1M/R— R(FZRTL Projectdd U J 7 L > XR— RMD1D
 Siemens®Daniel WagnerH' CIP4.4.y-stable-rt X> 57—

 SEAELLT

« https://wiki.linuxfoundation.org/realtime/rtl/start

Real-Time

LINUX
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https://wiki.linuxfoundation.org/realtime/rtl/start

@ CIP SLTS real-time support

CIP SLTS Real time kernelzZzUU—X
« CIP SLTSZ=X— X [Clinux-stable-rt Kernel Treeze X>5 7> X
 https://qgit.kernel.org/pub/scm/linux/kernel/git/wagi/linux-cip-

rt.git
« X— AKernell& CIP SLTS Kernel

« Maintainer: Daniel Wagner (Siemens AG)
« CIPICCValidationZ s

ELTXYyTFUR

CIP SLTS + PREEMPT_RT patch J
Stable-rt [ ] ] > EOL
(CIP X > /3 —|Z & % Validation| CIPAB| &Mk & X ¥ T 5 R % ki

]
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https://git.kernel.org/pub/scm/linux/kernel/git/wagi/linux-cip-rt.git

@ CIP SLTS real-time support

2016/4 7 10 2017/1 4 7 10 2018/1 4 7

4.4.105-cip15-rt10 4.4.130-Cip23-rt18 |

 Daniel Wagnerh' 4.4-stable-rt Z#X> 573> X
« https://git.kernel.org/pub/scm/linux/kernel/git/rt/linux-stable-rt.qgit
« 4. 4-rtDsFTR(E. 2018/6/15(CUD—RX=Njz4.4.137-rt154

 CIP RT kernel®as#thik(32018/5/28I(C
JU—ZENJ= 4.4.130-cip23-rt18

g\ index : kernel/git/rt/linux-stable-rt.git
Q t Unnamed repository; edit this file ‘description’ to name the repository.
uuuuuu

BBBBBB

Tom Zanussi
Tom Zanussi

Download ~ Author

OSAKA NDS Embedded Linux Cross Forum #7 33



https://git.kernel.org/pub/scm/linux/kernel/git/rt/linux-stable-rt.git

© CIP Testing

CIP TestingDV¥ A1 ILVA =2 EREDAT—F R
« Board@Desk — =X MNRIE

« I—H M, CIPOU T 7L > XKh— K (iWaveRRZ/GIM/R— R, ) ZFIFERPCIC
#EHL L. CIP KernelDEHME (C AUV S FHIIRIE — N =2 #m

« CIP kernel testing
« TERARYICCIP kernelDsHliz1TU\, #ER%Z /xR
« CIPOY—EX&EUTKernel TestZzEE
« CIPH EAHASNARBEZEEULLCTAMNREZER. BAICKDTIE. —BIDA>)(—
PEPA ) —NFANT—RZ> 1T
« Kernel Testh 52 A7 L7 X b\
« Kerneld7 X MRIETERE. €N 7ZCIP Platform&A&AHLaR L TLI<
https://wiki.linuxfoundation.org/civilinfrastructureplatform/ciptesting

OSAKA NDS Embedded Linux Cross Forum #7 34



https://wiki.linuxfoundation.org/civilinfrastructureplatform/ciptesting

© CIP Testing

e ——
Board At Desk - Single Dev.

[ | |
CI P TeStI n g p rOJ eCt https://wiki.linuxfoundation.org/civilinfrastructureplatform/ciptesting

- B@DIFEL FZ=BRII(CEE
. Linux Kernel&base system’zO— 1) LIRIE T
« - —2(3dEGREINIE/\— RO 77 LT
- B@DODO#EE
« kernelci.orgz~\X—X
« 7R XA FOSE U TLinux/Windows 10&H7R— ~
« VMT2VagrantX—ADIRR & U Tt
- MBREOTZHB I DHiE
« BEEY —X
 https://qgitlab.com/cip-project/cip-testing/board-
at-desk-single-dev/tree/master

KernelCl + LAVAvV2
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https://wiki.linuxfoundation.org/civilinfrastructureplatform/ciptesting
https://gitlab.com/cip-project/cip-testing/board-at-desk-single-dev/tree/master

© CIP TestingDikii

2016/4 7 10 2017/1 4 7 10 2018/1 4

Ee)

1. EFhRDOkernelCIICIG L. RiEZUpdate
2. LY XDRZ/GIMZEEEH U ziw20gmAR— R (iWaveR) HR— k
3. T AMERZ= 177 : https://lists.cip-project. org/plpermall/ap testlng results/
- Next steps e W
« > TOREM sy
« TRAMERZIRET BlebD—mib N —EXDEE
« https://kernelci.ciplatform.org/

« https://lava.ciplatform.org/
« DA RNTOZ T O MEDEE, BXXUOFTA MO/ YZDHLK
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https://kernelci.ciplatform.org/
https://lava.ciplatform.org/

O CIP Core Package

Open Source Base Layer (OSBL)DRFIAR
« YIHAO > IR—FR> M ETER
e A IN—F2 bDIN—23 > Z&EFE
 Upstream project/\DEHik
- BRHIB A > 77 > XA DG
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O CIP Core Package

2016/4 7 10 2017/1 4 7 10 2018/1 4 7
|

Primary reference distribution& UTDebian&iE%E

« CIP primary distribution& (& ?
 CIP(&Debian packagemSCIP Core package® > ih—R> M &EIEE
« CIP(FDebiand=a21 =5« &£ HOUTHFREIT D

« Status
- TFa1 U EEDORBEERZY/R— b
- staging repositories®7k— kZsecurity-master\Ell
« https://bugs.debian.org/cgi-bin/bugreport.cqi?bug=817286
. Status: &
« CIPH'Debian-LTSICPlatinumX>/\—& U TSN

OSAKA NDS Embedded Linux Cross Forum #7 38



https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=817286

O CIP Core Package®#HAd > R—2> b
CIP base layer®#IRI\wv &r—=

Candidates for initial component set Keep these packages for Reproducible build
e e Kernel * Flex * Git * pax-utils
Kernel * Linux kernel + backported patches « Bison . Glib «  Pciutils
* PREEMPT_RT patch * autoconf <« Gmp *  Perl
* Bootloader « automake -+ Gzip « pkg-config
* U-boot * bc + gettext * Popt
 Shells / Utilities « bison + Kbd * Procps
» Busybox Dev : ) ,
_ ' * Bzip2 * Libibverbs <+ Quilt
 Base libraries packages . Curl . Libtool . Read|
CIP Core . CGlibc ur ibtoo eadline
Packages . « Db e Libxml2 » sysfsutils
2 * Tool Chain ) i /
. Binutils * Dbus * Mpcli * Tar
e GCC + Expat * Mpfrd * Unifdef
. Security * Flex * Ncurses « Zlib
* OpenSSL + gawk * Make
+ Gdb - M4

NOTE: X > 7 F > XDILHIFTEHE T —F > F TEZE3Z
OSAKA NDS Embedded Linux Cross Forum #7 39




O CIP Core Package

CIP Core

* CIP COFG(&"CIP@7|'7*I’ :/‘le/jD:/“IG l\ Source Code
« CIP Coreld. EFERIGEIR/ A F U A A -7 554, (CIP kernel)
I D/\vo—=

« Goal ) Debian
« Input: Debian sources/binaries. &XOCIP kernel (Pre-build

« Build mechanism: Bitbake and/or Debian build system packages)
« Output:File SystemZzEU X - FHlinge/R &/ D
INAF VA A=

- FAFEIRR
« &/)\DrootfshV FEEdD/\— RO I77TE)L Ru]JgE
« Renesas RZ/G1M (iWaveZiwg20m Board)
« BeagleBone Black
« Cyclone-V
- QEMUx86

R

Source code: https://aitlab.com/cip-project/cip-core

OSAKA NDS Embedded Linux Cross Forum #7 40


https://gitlab.com/cip-playground/project-x

CIPTiRsIHRDIRH
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Cybersecurity Standard for Industry (IEC62443)

ISA/IEC-62443

» Secure Industrial Automationt>Control SystemsZzHF 9 D =D
« http://www.isasecure.org/en-US/Certification
o FREFICWHERSEIA(FLLT
- FFEFIA
« T AN

==
® @ta

« CIPOEMOD A
o LinuxX—XXMD> X7 InCCertificationZBUS 9 DD (I DL T DIEEH DR
« A=T 2V —-)\wH—OMERETE SBRICRET D RFIAS K
« TANT—X., BXOWY-)L
« OSSEUTEHTW ZET, HOFNWELLTF21T7(CIR3dEZBET
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http://www.isasecure.org/en-US/Certification

Q: SH 5204 ? i

[ 2038/1/19
2£|E 205 J

- I

60FEDHRmMT 1 T I

- Y2038fdE(d. 20FU/R— hZEE T D3ER /RO TLVD

o CIPAZ)\=(3FRAFEE LELC-EUIC T a RNt d D/aE., #FR(ICH
DA TULD

‘ CIVIL
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TDDCIPTHREIRDIAH

« Functional safety
« Software updates for industrial systems

» CIP(ZEdgeX Foundry(CAssociate memberd& U TENN

EDGEXFOUNDRY
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54 LS5 > TH3CIPOHR DB i

4 7 10 2017/1 4 Vs 10 2018/1 4 7

\ \ \ >
Membersi + L o
CIP kernel
Testing - S
RT Linux
CIP Core o

CIP-RT kernel —— -

EdgeX
Debian o @*

OSAKA NDS Embedded Linux Cross Forum #7 46




CIPR—ALAVEA—-T2OV-XTO> T bOER

Use case EDGEXFOUNDRY

Non-CIP packages
Linux distribution (e.g. Debian)
may extend/include CIP
packages.

CIP Reference
CIP Core Filesystem image with SDK

M (CIP Core packages)

— B@D
o Un:CIP-RT kernel CIP SLTS Kernel @ Real-TIme
PLATFORM CIP kernel \ LI N UX

Renesas RZ/G Board CIP Reference Hardware

OSAKA NDS Embedded Linux Cross Forum #7 47




8

SHODCIPIE

« KernelX>5F> X UPILIA LAYR— h&EE8. Linux kernelz

HBRACA> T2 X
« Testing : =AM TISZIEL. TR Mgk

« CIP Core packages : YW—J)LABEE&. BRIAA> T2 XA ZWNE
ETDEEITL— RO R—R2 bDEY b

* Security : ¥ 1 UF v #gEDmE &Y/ -1

RAEND

« Collaboration : Linux stable, Debian/Debian-LTS, Real Time Linux,

EdgeX Foundry

. LRSI DEB SR

OSAKA NDS Embedded Linux Cross Forum #7 48
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faan

« COHRICIEEZEST L — RDOpen Source Base LayerhwmE
» CIP(ZLinuxZFHUL\T., CNziEt

« UM ICKDOSBLZ Fiit 9 D
» FEEDEFDOIREE - FERTPEDIE

s RAUEA—T >V —-XRTO> 10 b EDRERG D EGRZIEE
(Debian, PREEMPT_RT, kernelci, ---)

s BHIIRY —I)LF T — D1
 WUKRY73 5 X hODET

E'is

A MJE3—232Ea5RL—23a UHCIPOEERER

OSAKA NDS Embedded Linux Cross Forum #7




Thank youl!
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Questions?
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